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¥ Bt EREATE (5)

- HEIEHEE
- ERRKIERANTE, BRI S R AEHIRSERR.

- B2RSSER
- SIREMASMEEEME. ERNREFAZERSE, LI BRI FEOEIENES, LARRERMEXEZSSHHEITH
IRER

- TRIRERE
. IREGEELEERN. TSN, BN, NS, TEiHE, URGEUSHARS BRI,

- ZRBHHIRSIFERR, TE2RAE
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How it works: e
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The requested
transaction is i - .
verified transaction
btwdc:st to P2P I:I:I:- VU lidation can involve
network consisting ryptocurmenc
Someons requests - The network of nodes cryp Y.
o transaction. of computers, contracts, records,

ERGWn as nodas. validates the transaction
and the users status
using known algorithms.

Once verified, the
‘P transaction is
\/ combined with
0_ 0_ other transactions
®

The new block Is then added to the 1o '3”3‘3":':' o new
The transaction existing blockchain, in a way that is block of data for

of other information.

is complete. permanent and unalterable. the ledger.
Cryptocurrency °
Cryptocurrency is o medium of exchange, created
and stored electronically in the blockehain, using
ancryption techniques to control the creation of
monetary units and to verify the transfer of funds.
Bitcoin is the best known axamplea.
b ¢ [
S ﬂ e (]
.- _»
Has no intrinsic Has no physical Its supply is not
value in thatitis not  form and exists only  determined by a central
redeemable for in the network. bank and the network is
@ HDGKQEEI{S another commodity, completely decentralized.
such as gold,
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- DKB5 bitcoins (BTC) , {HABMRNMEEM0.3BTC, W{AJSEIR?

Output 0: “to /MK, 4.7
BTC”

Input 0: “from /Mg

signed by /MK” |:>

Output 1: “to /NE, 0.3
BTC”

- IREXIRGERAR, FlIBERR:

- Atomicity (JRFE) : REBAMHAZLKN,
* Consistency (—31%) : WKPHAFRZN—HIRTET LS —HIRES, REFRES=EINESHZE,
* Isolation (PREM) : AZEMALESZIHTIN/AIEHMFIRESERTH).
* Durability (GKATE) : —BiR3Z, FrBKFINSEIRF=ERIZINERZ KA R,
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THE BITCOIN TRANSACTION LIFE CYCLE

- ZFMMIAIEE (Transaction) FEETHA .
« RHEEIGIE.,
- ZERLINTSIE.
- BURHRHRT S ERIET B,
BT B —H A R IR SR T 2 MIA.

. SNBSS
- B2/ (Light weight nodes) : (853 F &R
)

« 2= (Full nodes) : MMEARPHEINTE (X
2, KR THESRERS) .

Blockchain
P2P Network

Physical

|
N
IP Network
Network "
N e .. B @ 5
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Block k
~N
Hash of k |«
Hash of k-1
Transaction
Representation
J

P2P Network

Block k+1
4 N\
Hash of k+1 |«
Hash of k
Transaction
Representation
J

Block k+2
r
Hash of k+2 |«
Hash of k+1
Transaction
Representation
\_

l RS

Physical
Network

I
I
!
\
|
|
|
l

<
IP Netwﬂ

1IN ...

Lightweight

Node
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o —HEEARTITEN (BEH) SERRGEERRSRE.
. flF7: MD5, SHA256, SHAS512,

- BB (Pseudo-identity)
- REIEIHINZELZERRABHFABE A,
- RAYFERHFREUBTIEE.

« Z5E5k (Transactions)
o (XRIARBIEIENFL.
.« RREE-TRIANEL

- XIRAIHET 51
+ {EMHashigftFlMerkleffd,
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Input

Fox

cryptographic
hash
function

Digest

DFCD
696C

3454 BBEA 788A

24D9 7009 CA99

751
2D1

The red fox
jumps over
the blue dog

cryptographic
hash
function

0086
ACC7

46BB
6CD1

FB7D
90B1

CBE2
EE6E

82 3(
3AB(

L LY ]

The red fox
jumps|ouer

the blue dog

cryptographic
hash
function

8FD8
76B1

7558
7909

7851
ODA4

4F32
AEFE

D1C6
4819

L)

et

The red fox

—juimps oevr
the blue dog

cryptographic
hash
function

FCD3
D401

7FDB
C0A9

S5AF2
7D9A

C6FF
46AF

915F
FB45

the blue dog

cryptographic
hash
function

8ACA
1799

D682
7D88

D588
BCF8

4C75
92B9

4BF
6A6
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- FAIRRAFERRZS. <LK HE

- RAECHEIZE EBTAARGTER, —1
FAtARBEER—1 %A,

- (B8R APRYHashERERMPRME, —
aEi (—rrlkll) STLERBEZAMKFIEIE.

« WKF (AAAISAGI) : FSRIZERIRitAY (2 ook tane"0, “ise 1270
%ﬁ (balance) . &Eﬁgﬂ]ﬁu&mgﬁgégﬂ €KL
#12= (nounce) Z,

- TGRSR

(AX15) (ERZEkeyfiledtRIE~=FAA:

FIGenh (AEFRIKFEENEET [ R n

B) EisEeE ey i, i  NEES e A KEved e RF
JavaScript{{iSUl 321 (LAKHR)
web3.personal.newAccount(“123456”).

PII2222055505>

=% (LIAY) 32%T5

FARR- AR IR GET = ROROERGITE: LALAKYEa6)
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1 Hash RRZTAE AU P itbiE N/A

h AN 443,
W  RXEKE
. B ©@ 1 Alice

DATA HASH ENCRYPT HASH CERTIFICATE
USING SIGNER'S
PRIVATE KEY
TV 4 = e
o = 1A
= " RZ¥IE:
o : HASH DATA ' BOb

o v,

Sl EET=

IF THE HASHES ARE EQUAL,

THE SIGNATURE IS VALID HASH DECRYPT SIGNATURE DIGITALLY SIGNED VALIDATE
USING SIGNER'S CERTIFICATE
PUBLIC KEY

Source: https://blogs.adobe.com/adobeingovernment/how-digital-signatures-work-under-the-hood/



XIRtEERE—P = ERIEHREHEE : Merklefi#
Hashf&3E

Hach Block k Block k+1 Block k+2
as
pointer 4 ) 4 ) 4 N —
s —— Hash of k |« Hash of k+1 |« Hash of k+2 |« AXHashiE (Z51)

Gl T~ - _
[~

Hash of k-1 Hash of k Hash of k+1 — .. AI—XIRAYHash{E

Transaction Transaction Transaction -
Representation Representation Representation ey R)E,

%Lé;ﬁ s | BEHIEL (noncefd, B
ﬁ{%‘ e . Proof-of-WorkAYf#)

Hash 34

[Hash 2\ [Hash 3] [Hash 4]

4 A A

@ [TX2: [TXS] [TX4]

. Merkle tree for a set of 4 transactions (TXs)

Merkleftf 0 MerklelFBB

\
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
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- EMEPRERERUAMAENARRIAZSRER
B XIRIEGAF=E LT

| DEEAS (" Block header )
Node o | |iBiock hash (Block iD) -«

"Fﬁ'—E{.:iE'.jE'E.TE&[{'i’ﬂ"'""'""'"""”"”:
Transactions hash (Merkle root)
Number of transactions

Tran:.a-:tlnn 1

Transaction list

: H pmemesesssssssssssssssese B o — Sy
| Inetons | SO (tBFR | | Trensacton) | 2 TEREmX
| Transaction 54 “FIT" ) : Transaction 5 ' 'L‘|'A§_Pr00f-0f-
T tion 65 : ' Transaction 34 E £
: :anm o | : -+ : Transaction 54 ' WorkEI’Jﬁ’tf:
L Memory poo E : Transaction 65
B T 3. BITaEn e e e eeenenns :

BlockZIE4TS ™ /

= Bitcoin block
4. EFXGEEE tech
FRME %
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(Permissionless) P2PRi&

| found a new
block that
extends the

Oops!
This new block

< extends :
2 N\ ANOTHER chain blockchain
A% new block

extends the

BLOCKCHAIN HEIGHT

Source: http://chimera.labs.oreilly.com/books/1234000001802/ch08.html
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« AREE (Nakamoto) MY (Proof-of-Work) :
- RBEHANRKEEDERE.

Replica
on
Node 1

Replico \
on Hf“‘“\
NC:EiEE 11 Block !
#(t+3)"
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o« iR ERIRRENEES R
- ESIMDHAPENERRIVIAS () #HiTARZEHR, £E
HBEEER. PRABEREEREEDANBETH, SHHaY
ZHIRSEPARA—EL,
- FLEISERRE (Byzantine General Problem)

. R HARTE S E S E R S AR B R E S, T
RME (SETEERARR. SERED) URSENSMSER
TMEERE, SAEASMSEEE— RN REEEHI
(“1) SR ( "0" ) v,

. FEERENER

- INRLERMESER, 8FTRN. TREEER PRRIES.

T R RN ENFERLamporthHiERAY,

RS XM HiBHY (Consensus

Traitor

Uncoordinated Attack Leading to Defeat




BRRASFAS TRERNE: FOESEEE
(Byzantine Fault Tolerance, BFT Algorithm)

Issue

. BFTﬁiEQE*ZJ: *ﬁﬁi“%{ﬁ Userfs] Transactions Repl\i>
« 1FE (Master/Leader) : RRIEIRE—MATE. ; . - II
Leader re-prepare repare ommi |

« NI (Slave/Peer/Follower) : @3 BEE(EREEZILEIRG (Node 1)
B (IKSEFT) SEEMEILE.
- HiRifEEE (WREL)
(1) Pre-prepareffifR: BRiK (BEETR) [ EER(Et Node 3

(transaction) EENMABR.

Node 2

(2) PrepareffiER: MPSIMEIEEGE, #ITHEISTES (Nngﬁ b
RE, AREEMNDSAI IEECHRERERE (Prepare(s
E) o p1

(3) Commitffifg: — MNP RLHIEIAXSHN D SRIERFE (Comma”df_rz
—(EEt (KASHNFPRHSTFNELT=SEmN2/3) , @R :
B =R B —FKcommitiF2, Py

(4) ReplyBfiE: SHREIS T2 3B REERNISIESES
Bt, MRFERIRZIE—Freplyl5E.
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PEZARERHNEENG ERE) .
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TERHNE)
- (ERETFRENANZEEFEE R EERILRNE PRSI E
PRSI, EBREDRUERNESITA.
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TR (FESEDR) BREREEIASESY.

Nonce (FRRRIEHE) Block Hash (Challenge)

EXE, IGHREUER—NEL
FISHA-256[HashZE BRETEREURIE(ER

1. B HeF T8 A TransactionfiMerkelsk. BYBIEFN_E X RAIHash{EH B XL ; HRRRETISE Hashif
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AR FrE T BRI RS T —
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» [Garay2015] J. Garay, A. Kiayias, and N. Leonardos, “The bitcoin backbone protocol: Analysis and applications,” in
Advances in Cryptology - EUROCRYPT 2015: 34th Annual International Conference on the Theory and Applications of
Cryptographic Techniques, Part 11, Sofia, Bulgaria, Apr. 2015, pp. 281-310.
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{
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—» Operations in the form of smart contract

— P Interactions between entities (including data flow)
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